Intro to Hardware Hacking
with a Cheap RFID Reader
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AD2000M RFID Lock

RFID Proximity Entry Door Lock 312-03
Access Controler Control System Buy It Now
US Shipping

Top Rated
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Inspecting the board
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Voltage Regulator

A 78M05
A Get the datasheet
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Datasheets

A Many components have standard part
numbers across manufacturers

A Components are well documented, can find
the datasheets online

A 7805 datasheet



78M05.pdf

MICroprocessor S

The W78E054D/W78E052D/W78EQ051D series iskan 8
microcontroller which can accommodate a wider
frequency range with low power consumption. The
Instruction set for the W78E054D/W78E052D/W78EQ05
series is fully compatible with the standard 8051. The
7/8E054D/W78E052D/W78E051D series contains
16K/8K/4K bytes Flash EPROM programmable by
hardware writer; a 256 bytes RAM; foub& bi-
directional (PO, P1, P2, P3) andduidressable 1/O ports;
an additional 4bit I/O port P4; three 1ébit
timer/counters; a hardware watchdog timer and a serial
port. These peripherals are supported by 8 sources 4
level interrupt capability. To facilitate programming and
verification, the Flash EPROM inside the
W78E054D/W78E052D/W78E051D series allows the
program memory to be programmed and read
electronically. Once the code is confirmed, the user can
protect the code for security.
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Integrated Circuits

a1 SE L vy Nih SiNdgic gates, logical negation.

Figure 1. Pin connections (top view)
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Memory

Mll:nuu:\mp 24032

32K 5.0V I*C™" Smart Serial EEPROM

FEATURES PACKAGE TYPES

+ Voltage operating range: 4.5V to 5.5V PDIP —
- Peak write current 3 mA at 5.5V AD |: 1 8 M Vee
- Maximum read current 150 pA at 5.5V
- Standby current 1 pA typical

* |ndustry standard two-wire bus protocol, FCO At[]2 R T1LING
compatible 3]
- Including 100 kHz and 400 kHz modes A2[]

+ Seli-timed write cycle (including auto-erase)

* Power onfoff data protection circuitry Ves| |

* Endurance:

- 10,000,000 Erase/Write cycles
guaranteed for High Endurance Block
- 1,000,000 EAW cycles guaranteed for
Standard Endurance Block S0IC
* & byte page, or byte modes available
* 1 page ¥ 8 ling input cache (64 bytes) for fast write
loads Al I_'.:
« Schmitt trigger, filtered inputs for noise suppres-
sion Al E.':
* Qutput slope control to eliminate ground bounce
+ 2 ms typical write cycle time, byte or page A2 [:_
* Upto & chips may be connected to the same bus
for up to 256K bits total memory Vs |:'_
» Electrostatic discharge protection = 4000V
+ Data retention = 200 years




A Store charge
A Power Conditioning

A Resonating (with an
iInductor or IC)
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Resistors

A Voltage Dividers
A Protection (limit current flow)

A Pullup or Pulldown
Weakly pulls the voltage of the wire 4 ..
towards voltage or ground.

__.T
out

+ sighal means connected to voltage
- signal means connected to ground l l,r>
high impedance means not connected }L (Buffe




Surface Mount Resistors
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Relay

A Switchc turns a high voltage & current on/off
with a low (logic) voltage signal

A Physical connection (solenoid magnet), click
sound when activated.
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Diode

A Allow current to only flow one direction

A Clamp only allow voltages above/below a
certain threshold

AhFTaSY dzaS
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Crystal

A A crystal oscillator is an electronic oscillator
circuit that uses the mechanical resonance of
a vibrating crystal of piezoelectric material to
create an electrical signal with a very precise
frequency.

A Acts as the clock for the
Microprocessor

A 12Mhz herey

MiniPwmner



Transistor

A Gate that changes the
amount of current that 7
flows through based on
changes to the current or
voltage on another pin

A Used as switches
A Used as amplifiers

v
;
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Tool: Multitester

A Test voltage between two points

I An active data line will often sho
a voltage between ground and +

A Test resistance between two
points

A Also test current, batteries,
transistors
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Finding Interesting Signals

A With the board running, probe different pins
on the Microprocessor

i Pin 16 Ny .. .

shows 2.9V ™%
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Tools: Logic Analyzer

A Measure the logic on 8 separate lines
Al get by with cheap knoetiff
A More MHZ better Saleae Logic USB Logic Analyzer

ASomeinclude | SEPY
digital oscilloscops

=§_8MSEF8 3 functions in 1 Saleae+USBee Logic Analyzer+USB Blaster L S b
- O

List Price: $443-60
price: $149.00 & FREE Shipping. Detal
You Save: $24.60 (14%)

Only 15 left in stock.

-

ltem condition: New
Time left. 1 day 8 hours (Aug 20, 2013 02:44:28 PDT)

Quantity: |1 3 available / 2 sold

Price: US $31.00 W
+310.00 shipping
at Add to \ -

MRillVel ater New customers get $10 back on 1st purchase
Subjectto credit approval. Seeterms
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Grounding

A Serves as a referencavhat is the voltage as
compared to Ground?

A Different circuit boards may be powered from
different power supplies.
ifTA1Sté& 62yQ0 SYR dzLJ A (K
A Usually you can and do want to connect the

grounds of different board together to create a
common ground.

I e.g. connect the ground of the RFID lock to the
Arduinoground



Logic Analyzer Demo

Saleae Logic 1.1.15 - [Connected] - [16 MHz, 25 M Samples]

+0.2 ms +0.3 ms
* 1

0 - Channel 0 ¥ Measurements
Width: 41875 ps
Period: 79375 us
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RFID Research: Manchester Encodin

A EM400 Cards use Manchester encoding

MANCHESTER ENCODING

Binarydata [ 1| 1| 1| 1|1]|1|1|1]0]|o|o|o]o|o|1]|1]0]0]

Modulator Control ||||||||||||||| ||||||||||| ||| |||

(low means high current)
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EM 400 RFID Protocol




